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General 

Q: Does this policy refer to general computer systems or the electronic health records (EHR)? 
My understanding is that the FDA does not oversee the EHR?   

A: The policy refers to electronic systems used to create, modify, maintain, archive, retrieve, or 
transmit an electronic record required for regulatory authority clinical investigations. 

The United States Food and Drug Administration (FDA) often refers to a specific regulation in 
the Code of Federal Regulations (CFR), specifically 21 CFR Part 11 which may be more simply 
referred to as “Part 11”.1  

Regarding EHR, the FDA draft guidance “Use of Electronic Records and Electronic Signatures in 
Clinical Investigations Under 21 CFR Part 11-Questions and Answers” indicates that, “electronic 
systems used in the provision of medical care (e.g., electronic health records (EHRs)) generally 
are systems that are (1) designed for medical care of patients not enrolled in a clinical 
investigation and (2) owned and managed by the institutions providing medical care. FDA does 
not intend to assess compliance of these systems.”2 

These electronic systems may produce additional electronic records during the course of 
patients’ care (for example: hospital admission records, electronic health records, pharmacy 
records, laboratory records, imaging records, electronic consultation records) that may be 
useful for providing data in clinical investigations. As provided in the guidance for industry, 
“Electronic Source Data in Clinical Investigations”, FDA does not intend to assess compliance of 

 
1 21 CFR Part 11 
2 FDA Draft Guidance for Industry: Use of Electronic Records and Electronic Signatures in Clinical Investigations 
Under 21 CFR Part 11 – Questions and Answers (June 2017) 

https://www.ecfr.gov/cgi-bin/text-idx?SID=da2d203e7e50a3bea8d895838fb16976&mc=true&node=pt21.1.11&rgn=div5
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/use-electronic-records-and-electronic-signatures-clinical-investigations-under-21-cfr-part-11
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/use-electronic-records-and-electronic-signatures-clinical-investigations-under-21-cfr-part-11
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these systems with Part 11.3 For more information on best practices for using data from EHRs in 
FDA-regulated clinical investigations, see the guidance for industry “Use of Electronic Health 
Records Data in Clinical Investigations.”4 

Q: In relation to this policy, what does NIAID DAIDS consider to be a formal agreement? 

A: An agreement between two or more parties with respect to the requirements for electronic 
systems used in the conduct of NIAID DAIDS Network studies conducted within the HIV/AIDS 
Clinical Trials Network. A formal agreement usually consists of a document delineating such 
arrangements and signed and dated by the involved parties. 

Q: What is a "content management system"? Can you provide examples of content 
management systems used in clinical research? 

A: A content management system (CMS) is a software application that helps users to create, 
manage, and modify digital content. Examples of content management systems used in clinical 
research include but are not limited to Veeva eTMF, Documentum, and Open Text.  

Q: What is a "software versioning system"? Can you provide examples of software versioning 
systems used in clinical research? 

A: The main purpose of a software versioning and revision control system is to capture the 
differences between software versions. A software versioning system assigns a unique name or 
number to a specific state of a software to communicate the quality, features, and overall state 
of the software. Examples of software versioning systems include but are not limited to 
StarTeam, Subverion, and Azure DevOps Server.  

Q: Does direct data capture systems also include telecommunication application systems 
(apps) used to collect data via Multimedia Messaging Service? 

A: Yes, data can be captured via Multimedia Messaging Service (MMS). MMS allows data to be 
sent by attaching an image, sound file, video, or other forms of media. 

Q: When the policy says access to all electronic systems under the scope of this policy is 
revoked "promptly" upon staff departure, what does this mean?  

A: There should be processes and procedures in place at the clinical research sites to ensure 
access to all electronic systems is revoked upon staff reassignment or departure. A site must 
notify a DMC and DAIDS of staff departure within 5 business days. It is recommended that a 
timeline be included within a DMC SOP by when the access will be revoked after being notified 
of staff departure from an institution, and 5 business days is the recommended timeframe. 

 
3 FDA Guidance for Industry: Electronic Source Data in Clinical Investigations (September 2013)  
4 FDA Guidance for Industry: Use of Electronic Health Records Data in Clinical Investigations (July 2018) 

https://www.fda.gov/regulatory-information/search-fda-guidance-documents/electronic-source-data-clinical-investigations
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/use-electronic-health-record-data-clinical-investigations-guidance-industry
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DAIDS’ recommends that the course be followed through to completion such that the DMC 
confirms access is revoked. 

Q: What is an “outsourced electronic service”? 

A: According to FDA draft guidance “Use of Electronic Records and Electronic Signatures in 
Clinical Investigations Under 21 CFR Part 11-Questions and Answers”, outsourced electronic 
service are services that the sponsors and other regulated entities have chosen to outsource in 
order to process data for FDA-regulated clinical investigations.2 An example of an outsourced 
electronic service may include data management services including cloud computing services. It 
is the responsibility of the sponsor to ensure the reliability and confidentiality of the data 
including an assessment of associated risks with using an outsourced electronic service.  

Q: Is it DAIDS’ expectation that the EIS Policy Checklist be completed by an individual at the 
CRS who has the requisite expertise (i.e., computer validation, technical implementation of 
the software) at the CRS to best complete the EIS policy checklist? 

A: Yes, DAIDS expects a CRS to have staff with requisite expertise to best complete the EIS 
Policy Checklist. A CRS could contract with a subject matter expert, if necessary. 

Q: Whom do I contact about technical questions regarding a specific electronic system? 

A: For technical questions or assistance in regard to an electronic system, please contact the 
system vendor or software provider. 

Q: Whom do I contact for more information about this policy and FAQs? 

A: Please contact DAIDSCRSSEISChecklist.sm@ppdi.com. Please include in the email subject line 
the CRS number (if applicable), and in the body of the email include the CRS name, and contact 
name, phone number, and email address.  

Network Sites 

Q: Does this policy apply to non-network sites? 

A: This policy does not apply to sites outside of the NIAID HIV/AIDS Clinical Trial Networks. 

Q: How do I determine if my CRS is participating in a NIAID HIV/AIDS Network trial?  

A: HIV/AIDs Clinical Trials Networks are sponsored and/or supported by NIAID DAIDS and 
include AIDS Clinical Trials Group (ACTG), HIV Prevention Trials Network (HPTN), HIV Vaccine 
Trials Network (HVTN), and the International Maternal Pediatric Adolescent AIDS Clinical Trial 
group (IMPAACT). See the HIV/AIDS Network Coordination (HANC) website for additional 
information on HIV/AIDS Network Trials sponsored and/or supported by DAIDS.  

mailto:DAIDSCRSSEISChecklist.sm@ppdi.com
https://www.hanc.info/Pages/default.aspx
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Standard Operation Procedures (SOPs) and Documentation 

Q: The policy states written standard operating procedures should be established for "each" 
electronic system. Do I really need to have a SOP for each electronic system or can 
overarching SOP be established outlining all electronic systems within the scope of this 
policy? 

A: It is best practice to have an individual SOP for each electronic system; however, it is 
acceptable to establish a written policy defining the requirements of all electronic systems with 
the scope of this policy, in addition to, system-specific SOPs.  

Q: What does NIAID DAIDS consider to be "adequate documentation" to support that SOPs 
are being followed? 

A: Adequate documentation includes any original document, information, or data created, 
received, or maintained that functions as evidence of intentions or activities. It can describe 
methods, conduct, and/or results of an activity, the factors affecting an activity and the actions 
taken or decisions made in support of an activity. Examples of documentation sites may 
generate to demonstrate that they are following their EIS Policy related SOPs includes but is not 
limited to the following: training materials, onboarding materials, electronic information 
systems documentation, roles and responsibilities, and Delegation of Duties documentation.   

Q: Can the electronic data originator and the user access of the respective electronic system 
be maintained in separate lists? 

A: Yes, this information may be maintained in separate lists. If maintained separately, the 
information must remain consistent between the lists. According to the FDA Guidance 
“Electronic Source Data in Clinical Investigations”, it is recommended that “the sponsor 
develops, maintain, and make available a list of authorized data originators. Lists of electronic 
data originators should be available at each site.”3 When the identification of data originators 
relies on usernames and unique passwords, controls must be employed to ensure the security 
and the integrity of the authorized usernames and passwords. When electronic thumbprints or 
other biometrics are used in place of username and password combinations, controls must be 
designed to ensure that the biometric identifier cannot be used by anyone other than the 
identifier’s owner.  

Q: If a sponsor owns the system, should the sponsor send Part 11 compliance documentation 
to the site? 

A: If the site is relying on the sponsor system to create, modify, maintain, archive, retrieve, or 
transmit an electronic record required for FDA regulated clinical investigations and these 
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records are considered the source for the site, this may be considered an “outsourced 
electronic service” and should be validated as appropriate. 

In other words, if your site is relying on the sponsor system to be the system of record to meet 
FDA compliance, then Part 11 applies. However, most sponsor systems are intended to be 
helpful tools, and are not the site’s system of record. Therefore, it is not common for sponsors 
to send Part 11 documentation to investigators sites. 

However, if the sponsor system is the system of record (such as direct entry of data Into the 
eCRF3), then your site should obtain documentation from the DMC that includes, but is not 
limited to, a description of standard operating procedures and confirmation that validation 
documentation is available at the DMC to establish that the outsourced electronic service 
functions in the manner intended.  

 

Part 11 Compliance 

Q: Does Part 11 apply if we are keeping both electronic AND paper copies (such as wet ink 
copies that are scanned and saved to our shared drive)?  

A: Simply put, Part 11 applies to your site if you’re relying on electronic records or electronic 
signatures to meet an FDA requirement. The FDA’s draft guidance2 on Part 11 indicates that if a 
“regulated entity intends to use an electronic copy in place of the paper source data (intends to 
destroy the paper source data), then Part 11 regulations apply to the electronic system used to 
create the copy (see 21 CFR 11.10 and 11.30)1. If a true copy of a paper record is created by 
scanning the original paper record thus creating an electronic record, the scanned copy should 
be “certified” per Good Documentation Practices (GDP) and maintained in a Part 11 compliant 
system.5  

Q: Not all cloud solutions are necessarily Part 11 compliant. How would one know? 

A: Ask the vendor if they are Part 11 compliant and ask them to provide documentation. Ask if 
they have undergone a third-party assessment for validation or are willing to. If they haven’t, 
you may want to audit the vendor. Even though you may be purchasing a system, you are still 
responsible at the site to make sure that the system is Part 11 compliant. So, even if the vendor 
says it’s Part 11 compliant, your site is still responsible for doing your due diligence to ensure it 
and documenting that it is so. 

 
5 WHO Final Annex 5, Guidance on Good Data and Records Management Practices (TRS-996) 

https://www.fda.gov/downloads/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/UCM563785.pdf?source=govdelivery&utm_medium=email&utm_source=govdelivery
https://www.who.int/medicines/publications/pharmprep/WHO_TRS_996_annex05.pdf?ua=1
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Q. Regarding the application of Part 11 to our site, we utilize a cloud based clinical trial 
management system (CTMS) which houses participant demographics (not procedure/health 
records). Is the CTMS vendor responsible for being Part 11 compliant? Is our site accountable 
in this case? 

A. 21 CFR Part 11 applies to your site if you’re relying on electronic records or electronic 
signatures if the CTMS falls within the scope of the EIS Policy. Additionally, you cannot 
outsource your regulatory compliance obligations, so you’re still responsible. You’re still the 
one that has to answer to the FDA about whether your data are reliable. This means that you 
need to ensure due diligence and properly vet any potential vendor and to verify they can 
produce documentation of validation and Part 11 compliance. 

Q: Is Part 11 applicable if my site uses a secure drive (limited access) to archive a portion of 
the regulatory binder?   

A. If you intend to use an electronic copy in place of the paper source data (intend to destroy 
the paper source data), then Part 11 regulations would apply to the electronic system used to 
create the copy. True copies of a paper records created by scanning the original paper record 
thus creating an electronic record, should be “certified” per Good Documentation Practices 
(GDP) and maintained in a Part 11 compliant system.5 Using an electronic resource, such as a 
durable electronic storage device is an acceptable method to archive study-related records at 
the end of the study. You should ensure that the integrity of the original data and the content 
and meaning of the record are preserved. The electronic records must be archived in such a 
way that the records can be retrieved, searched, sorted, or analyzed. The sponsors, sites, and 
other regulated entities should provide electronic copies with the same capability to FDA during 
inspection if it is reasonable and technically feasible. 

 

Commercial Off the Shelf (COTS) Software 

Q: In the Responsibilities section of the Policy, it mentions non-COTS/in-house systems which 
seems those may be in scope if proper risk mitigations are in place. Is this the case? 

A: Yes. For non-COTS/in-house systems under the scope of this policy, the end user validation 
must be carried out by the software owner organization/entity. If a system is developed in-
house or through a vendor, the system must be evaluated, and risks should be assessed to 
ensure appropriate measures are taken to comply with Part 11.  
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Q:  When the policy says Commercial Off the Shelf (COTS) should be "adapted as necessary", 
what does this mean? 

A: If a COTS system is used, the system still must be evaluated to ensure the software is 
appropriate and sufficient for the site's intended use. Due to that fact that COTS software are 
usually written with proprietary information, the vendor may refuse to provide full validation 
documentation. However, as mentioned in the FDA guidance documents they should provide 
documentation to support that the system functions as intended. 

 

Validation 

Q: Is it expected that a risk assessment be performed at the system level for each electronic 
system prior to system utilization? 

A: In order to evaluate the risk of an electronic system, a risk assessment must be performed 
and documented which may include within its scope the procedural and electronic activities 
throughout the data lifecycle. Mitigation and control strategies identified to be implemented 
should be appropriate to the criticality of data and the level of risk to human subject and study 
results. 

Q: How does your site/organization currently manage electronic regulatory and trial 
documents? Does your site/organization currently have a Validation Plan? 

A: According to FDA 21 CFR Part 11 and ICH-GCP E6 (R2), clinical research sites that rely on 
electronic records or electronic signatures are required to perform validation to ensure their 
system operates correctly. While the FDA does not indicate how to meet this requirement, you 
still must demonstrate how you intend to perform validation. 

Q: Do network shared drives really need to be validated? 

A: Any essential documents stored electronically for FDA regulated research fall under Part 11 
regulation. So, if you are storing important documents (such as 1572s, consent forms, 
protocols, any portion of participant records, accountability records and more) in a shared 
drive, and relying on this information to make study decisions, that shared drive should be 
validated. 

Q: How do you decide what is "critical" and should be tested?  

A: The FDA recommends a risk-based approach to validation, so it depends on the impact the 
system will have on data quality and integrity, as well as participant safety. Critical components 
are those that have impact on the data quality and integrity of the study as well as participant 
safety. So, components related to data and systems that an IRB may use to make their 
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determinations when there are critical outcomes that will result from using these systems. In 
the draft guidance2, the FDA provides examples of critical records such as records containing 
laboratory and study endpoint data, information on serious adverse events and study 
participant deaths, information on drug and device accountability and administration.  

When using a risk-based approach for validating electronic systems, entities should consider (1) 
the purpose and significance of the record, including the extent of error that can be tolerated 
without compromising the reliability and utility of the record for its regulatory purpose and (2) 
the attributes and intended use of the electronic system used to produce the record.2 

 

Q: I often hear the terms Validation and Qualification when referring to computerized 
systems. What's the difference between those two terms, if any? 

A: Validation is the confirmation that the requirements for the specific intended use or 
application of the computer system have been met. According to the FDA draft guidance2, 
“validation may include, but is not limited to, demonstrating correction installation of the 
electronic system and testing of the system ensure that it functions in the manner intended.” 

The qualification process aids in determining when a system is reliable and stable enough to 
support validated processes. From an IT perspective, the terms qualification or installation 
qualification, are actually very different concepts. Installation qualification refers to ensuring 
the software or the system being implemented is installed correctly. Qualification refers to 
systematic testing of the system. 

Q: Once a system is validated, does it need to be re-validated annually? 

A: Change control relates to making modifications to the system. Systems should be validated 
or revalidated when there are significant changes. There may be minor modifications such as 
minor tweaks such as fixing bugs that don’t warrant full revalidation; whereas new features or 
critical updates would require revalidation, or validation of those new components. It’s really 
about the system, confirming integrity of the system, and if there are any changes, those 
changes are tested prior to implementation. 

Q: If the sponsor is providing software, for example EDC software, are they responsible for 
validation? Or is the site required to have their own separate policy as well? 

A: It depends on what the intended purpose is for that particular system. If you intend to use it 
as your authentic source for this data, there should be some type of process in place. Whether 
you’re gathering their validation plan or the outcomes of their validation for your records 
because if you intend to rely on those systems, then you will be held accountable for making 
sure that that system complies with your requirements. So, it really depends on your intentions 

https://www.fda.gov/downloads/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/UCM563785.pdf?source=govdelivery&utm_medium=email&utm_source=govdelivery
https://www.fda.gov/downloads/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/UCM563785.pdf?source=govdelivery&utm_medium=email&utm_source=govdelivery
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for those systems, but if you intend to rely on it, then you need to do your due diligence and 
gather that information from the site’s perspective. 

Q: Is there anything in the regulations that we can use to go to vendors with asking for their 
validation documents? Most vendors are protective of their systems and validation 
documents. 

A: Reference the FDA draft guidance document “Use of Electronic Records and Electronic 
Signatures in Clinical Investigations Under 21 CFR Part 11-Questions and Answers”2.  

Further, per ICH GCP E6 (R2) Section 4.2.6, “If the investigator/institution retains the services of 
any individual or party to perform trial-related duties and functions, the investigator/institution 
should ensure this individual or party is qualified to perform those trial-related duties and 
functions and should implement procedures to ensure the integrity of the trial-related duties 
and functions performed and any data generated.”6 

If the vendor is not willing to provide adequate documentation, you may want to consider 
another vendor.   

Q: What documentation can a site reasonably expect a vendor to release to them, since most 
vendors consider their documentation proprietary. 

A: For commercial off the shelf systems (COTS) that perform functions beyond office utilities 
such as COTS EDC systems, validation should include a description of standard operating 
procedures and documentation from the vendor that includes, but is not limited to, results of 
their testing and validation to establish that the electronic system functions in the manner 
intended. 

Q. If a site used RedCAP to collect data for investigator-initiated studies that will later be sent 
to the FDA for approval, must the site have a System Validation process for their RedCAP?   

A: The FDA has identified the following records as being applicable to Part 11: 

If any of the following hold true for your use of RedCAP, then the answer is “yes” you must 
have a validation process. 

• Records required for clinical investigations of medical products that are maintained in 
electronic format in place of paper format, including all records that are necessary for 
FDA to reconstruct a study 

 
6 International Council For Harmonisation of Technical Requirements for Pharmaceuticals for Human Use (ICH), 
Good Clinical Practice [ICH-GCP E6 (R2)] 
  

https://database.ich.org/sites/default/files/E6_R2_Addendum.pdf
https://database.ich.org/sites/default/files/E6_R2_Addendum.pdf
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• Records required for clinical investigations of medical products that are maintained in 
electronic format and where the electronic record is relied on to perform regulated 
activities 

• Records for clinical investigations submitted to FDA in electronic format under predicate 
rules, even if such records are not specifically identified in FDA regulations (see 21 CFR 
11.1(b))1 

• Electronic signatures required for clinical investigations intended to be the equivalent of 
handwritten signatures, initials, and other general signatures. 

For example, an investigator must maintain records of drug disposition and case histories for 
any individual that receives the investigational product. If your site keeps an electronic version 
of those disposition logs and case histories, then Part 11 applies to you. Part 11 applies to you 
regardless of whether you’re using an in-house system or a vendor system. 

Q: If the vendor provides validation documents as evidence and upon review internally, it 
meets our requirements, do we (as the investigator site) still need a validation document? 

A: This would depend on your Standard Operating Procedures to define what you deem 
acceptable. The extent of any validation procedures completed by the site should be tailored to 
the nature of the system and its intended use. 

Q: If you validate in a test/validation system, should you re-validate once you're in the 
live/production system? Can we skip the test/validation step and validate directly in 
production? 

A: From a software perspective, system testing should occur prior to live utilization 
(production). It is best practice to validate and revalidate any critical system changes in a 
validation environment prior to utilization and deployment of the critical updates to the live 
environment. The system does not need to be re-validated once you are in the production 
system, unless any changes are made and, as per your procedures, meets the requirements for 
re-validation.  
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